PROF. DR. FRANK BREITINGER

® Augsburg, DE

PERSONAL PROFILE

M Nationality: German

@ Languages: German (native), English (excellent),
French (moderate, developing)

& Website:  FBreitinger.de

in LinkedIn: linkedin.com/in/frank-breitinger-49606587

® ORCID: 0000-0001-5261-4600

EDUCATION
PhD - Computer Sciences March 2011 - June 2014
Technical University Darmstadt Germany

- Emphasis on cyber forensics and cybersecurity.
- Member of da/sec - biometrics and internet-security research group.
- Member of Center for Advanced Security Research Darmstadt (CASED).

MSc. - Computer Sciences March 2009 - February 2011
University of Applied Sciences Darmstadt Germany
- Emphasis on cyber forensics and cybersecurity.

BSc. - Computer Sciences October 2005 - February 2009
University of Applied Sciences Mannheim Germany
- Emphasis on software development.

- Practical semester at the University of Maryland (USA). Sept. 2007 to Mar. 2008.

- Thesis at sobedi GmbH Mannheim with a focus on software development. Aug. 2008 to Feb. 2009.

WORK EXPERIENCE
University of Augsburg January 2025 - present
Endowed Professor (chair) Augsburg, Germany

Faculty of Applied Computer Science

- Established the Chair of Cybersecurity by enhancing the curriculum with specialized cybersecurity courses for
both bachelor’s and master’s programs.

- Built partnerships with industry and law enforcement and secured funding for research projects, advancing
innovative cybersecurity solutions and addressing real-world challenges.

University of Lausanne April 2021 - December 2024
Associate Professor (tenured) Lausanne, Switgerland
Faculty of Law, Criminal Sciences and Public Administration
- Co-leading the Group Trace Numerique and supervising BSc, MSc, & PhD students.
- Academic representative in the Technological and Digital Transformations hub of the CIVIS alliance.
- Research and education in digital forensics including incident response as well as organizing training for Ar-
masuisse (military).

University of Liechtenstein June 2019 - April 2021
Assistant Professor (non-tenure track) Vadusz, Liechtenstein
Hilti Chair for Data and Application Security

- Responsible for the competence center in cybersecurity and digital innovation.

- Organizing events for the Liechtensteinische Landesverwaltung (LLV, State Administration).

- Building strategic partnerships with several universities and successfully applying for funding.


https://www.fbreitinger.de
https://www.linkedin.com/in/frank-breitinger-49606587
https://orcid.org/0000-0001-5261-4600
http://www.dasec.h-da.edu/
http://www.cased.de/
http://www.cs.umd.edu
http://www.sobedi.com/
https://civis.eu/

University of New Haven September 2014 - August 2019
Assistant Professor (tenure track) West Haven, CT, USA
Co-Director of the Cyber Forensics Research and Education Laboratory

- Member of the faculty senate and engineering LLC advisor.

- Coaching the hacking team to various successes.

- Started developing the PhD in engineering / applied sciences.

- Student recruitment during open houses, accepted students’ days and other events.

University of Applied Sciences Darmstadt March 2011 - March 2014

Research Assistant Darmstadt, Germany

- Research in cybersecurity and digital forensics.

- Teaching and supporting classes cybersecurity.

- Working on the indexing problem of similarity digests (a.k.a. fingerprints) for the European passport funded
by the EU (FIDELITY Grant ID 284862).

National Institute of Standards and Technology (NIST) October 2013 - December 2013
NIST, Visiting Researcher Gaithersburg, MD, USA
- Developed NIST Special Publication 800-168 named Approximate Matching: Definition and Terminology.

IT-fuer-jedermann.de September 2009 - August 2014
Self-Employed Beerfelden, Germany
- Security assessment and maintenance of the IT-Infrastructure for companies.

- Webdesign, Internet/network, consultation, education, and sale.

- Designed and implemented several web pages (e.g., WordPress, customized using PHP).

TEMPORARY WORK EXPERIENCES

- Adjunct Bern University of Applied Sciences (Switzerland): Teaching the one-week module Cyber Investi-
gation Fundamentals module (MSc level, 3 ECTS) — 1 course yearly since 2020.

- Adjunct Albstadt-Sigmaringen University (Germany): Teaching Network and System Security (BSc level, 5
ECTS) — 2020 winter semester.

DEVELOPMENT AND OTHER ACTIVITIES*

*Some selected activities.

1. 2024: Training on Reflection on University Teaching (two days) at the University of Lausanne discussing
fundamental principles of pedagogical design for university courses.

2. 2017: Research Fellowship (two weeks) at Brno university of technology with the NES@FIT - Networked
and embedded systems research group. Supported researchers on various projects as well as gave presenta-
tions.

3. 2017: Supported organizing the National Workshop on Redefining Cyber Forensics (NWRCF, two days) in
Hartford (CT) which was NSF sponsored. A blue-ribbon panel to stimulate the needed intellectual exchange
of ideas and discussions on the future of cyber forensics.

4. 2016: Master Teacher Seminar (two days) with Dr. Harvey Brightman, sponsored by the College of Business
at the University of New Haven.

5. 2016: KEEN ICE Workshop (three days) featuring activities and presentations covering the important as-
pects of Entrepreneurially Minded Learning (EML), Active and Collaborative Learning (ACL), and Prob-
lem/Project Based Learning (PBL) and how to integrate them into your own courses.

AWARDS & HONORS

1. 2023: Best Paper Award for ChatGPT for digital forensic investigation: The good, the bad, and the unknown,
Digital Forensics Research Conference APAC, Singapore.

2. 2022: Best Paper Award for A forensic analysis of rclone and rclone’s prospects for digital forensic investigations
of cloud storage, Digital Forensics Research Conference APAC, Adelaide, Australia.

3. 2019: Best Paper Award for Understanding the effects of removing common blocks on Approximate Match-
ing scores under different scenarios for digital forensic investigations, Simpdsio Brasileiro em Seguranca da
Informacéo e de Sistemas Computacionais, Sao Paula, Brazil.


https://cordis.europa.eu/project/id/284862
https://csrc.nist.gov/publications/detail/sp/800-168/final
http://www.fit.vutbr.cz/research/groups/nes@fit/
http://www.fit.vutbr.cz/research/groups/nes@fit/
http://nwrcf.newhaven.edu

2018: Best Paper Award for If I Had a Million Cryptos: Cryptowallet Application Analysis and A Trojan Proof-
of-Concept, International Conference on Digital Forensics and Cyber Crime, New Orleans, United States.

. 2018: Student hacking team received Forth place in the northeast qualifiers of the Collegiate Penetration

Testing Competition (CPTC) at the University of Pennsylvania.

2017: University Research Scholar — (the scholar receives a partial teaching workload release for 3 academic
years + a modest budget).

2017: Best Paper award for Expediting MRSH-v2 Approximate Matching with Hierarchical Bloom Filter Trees,
International Conference on Digital Forensics and Cyber Crime, Prague, Czech Republic.

2017: Student hacking team received Second place at CyberSEED, University of Connecticut.

9. 2017: Student hacking team received Third place in the northeast qualifiers of the Collegiate Penetration
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Testing Competition (CPTC) at the University of Pennsylvania.

2016: Merit Award — University of New Haven (in recognition of individual strong performance, and support
of students in experiential education opportunities, as well as to acknowledge the overall contribution).

2015: FBTI Award of Excellence — Fachbereichstag Informatik for my dissertation in Computer Science at a
German Universities of Applied Science.

2015: Best Paper award for How Cuckoo Filter Can Improve Existing Approximate Matching Techniques, Inter-
national Conference on Digital Forensics and Cyber Crime, Seoul, Korea.

2015: Siew-Sngiem Best Poster Award for Towards Bloom Filter-based Indexing of Iris Biometric Data, Inter-
national Conference on Biometrics, Phuket, Thailand.

2014: Best paper award for File Detection On Network Traffic Using Approximate Matching, International
Conference on Digital Forensics and Cyber Crime, New Haven (CT), United States.

2013: Best paper award for Evaluating Detection Error Trade-offs for Bytewise Approximate Matching Algo-
rithms, International Conference on Digital Forensics and Cyber Crime, Moscow, Russia.

FUNDING

Section only lists successful and some npending applications

. 2025, Source: Deutsche Forschungsgemeinschaft (DFG), Advancing the intersection of Artificial Intel-
ligence and Digital Forensics (#562510291), PIs: Frank Breitinger (UniA), Rebekah Overdorf (RUB),
Duration: 36 months, Amount: €656’422. (awarded to UniA €328211)

. 2022, Source: Armasuisse, Title: Disclosed upon request (#NA) PI: Frank Breitinger, Co-PIs: Thomas

Souvignet, Christophe Champod, Duration: 65 months, Amount: CHF1'198’600.

. 2020, Source: European Economic Area (EEA)!, Title: Advancing human performance in cybersecu-

rity (#LT-RESEARCH-0006), General Project Lead (Vilnius University, LT): Agné Brilingaité (PI), Laima
Ambrozaityté and Linas Buauskas (Co-PIs); PIs of Project Partners: Frank Breitinger (University of Liecht-
enstein, LI), Stefan Siitterlin (@stfold University College, NO), Ricardo G. Lugo (Inland Norway University
of Applied Sciences, NO) , Benjamin J. Knox (Norwegian University for Technology and Science, NO), Ginta
Majore and Janis Grabis (Vidzeme University of Applied Sciences, IV), Olaf Maennel (Tallinn University of
Technology, EE), Ausrius Juozapavicius (General Jonas Zemais Military Academy of Lithuania, LT), Duration:
36 months, Amount: €999’131. (awarded to UniLi €104989)

. 2020, Source: AIBA / ERASMUS KA2!, Title: Alliance for developing, teaching and training Digital

Forensics and Incident Response students and practitioners (#2020-1-LI01-KA203-000185), PI: Frank
Breitinger, Co-PIs: Holger Morgenstern (Albstadt-Sigmaringen University, DE), Ondfej RySavy (Brno Univer-
sity, CZ), John Sheppard (Waterford Institute of Technology, IRE), Duration: 30 months, Amount: €273’280.
(awarded to UniLi €74°676)

IThe grant is tight to the University and cannot/could not be transferred; after job transition it had been transferred to a new PI.


http://www.fbti.de
https://gepris.dfg.de/gepris/projekt/562510291?language=en
https://eeagrants.org/archive/2014-2021/projects/LT-RESEARCH-0006
https://erasmus-plus.ec.europa.eu/projects/search/details/2020-1-LI01-KA203-000185
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2019, Source: NSA / NSF, Title: University of New Haven’s Cyber Agent Academy (Student camp)
(#NA), PI: Ibrahim Baggili, Co-PIs: Frank Breitinger, Liberty Page, Duration, .5 month, Amount: $78°258.

. 2018, Source: University of New Haven, Title: Cryptowallet Application Analysis (#NA), PI: Frank Bre-

itinger, Duration, 1 month, Amount: $3°250.

2018, Source NSA / NSF, Title: University of New Haven’s Cyber Agent Academy (Student camp) (#NA),
PI: Tbrahim Baggili, Co-PIs: Frank Breitinger, Liberty Page, Duration, .5 month, Amount: $64°099.

2017, Source: Davis Educational Foundation, Title: Development of the ‘CyberWorld’ Common Course at
the University of New Haven (#NA), PI: Frank Breitinger, Co-PIs: Kristen Przyborski, Ronald Harichandran,
Ibrahim Baggili, Guy-Serge Emmanuel, Glenn McGee, Duration: 24 months, Amount $103’125 ($167°418
including cost sharing).

2017, Source: NSF, Title: Exploring cybersecurity & forensics of Virtual Reality systems and their
impact on cybersecurity education (#1748950), PI: Ibrahim Baggili, Co-PI: Frank Breitinger, Duration:
36 months, Amount: $179°409.

2017, Source: University of New Haven, Title: Availability of Datasets for digital forensics - and what is
missing (#NA), PI: Frank Breitinger, Duration, 1 month, Amount: $3°250.

2017, Source NSA / NSF, Title: University of New Haven’s Cyber Agent Academy (Student camp) (#NA),
PI: Ibrahim Baggili, Co-PIs: Frank Breitinger, Liberty Page, Duration, .5 month, Amount: $53°029.

2016: Source: Vera Institute of Justice. Gift in kind towards the cyber lab to support research activities.
Frank Breitinger, Ibrahim Baggili, Amount: $7°876.

2016, Source: NSF, Title: National Workshop on Redefining Cyber Forensics (NWRCF) (#1649101), PI:
Ibrahim Baggili, Co-PI: Frank Breitinger, Duration, .5 month, Amount: $49’995.

2016, Source: University of New Haven, Title: A survey to enhance adult education in cyber security
(#NA), PI: Frank Breitinger, Duration, 1 month, Amount: $3°250.

2014, Source: Purdue University sub-award through Department of Homeland Security, Title: Artifact
Genome Project (#2009-ST-061-CCI001-05), PI: Ibrahim Baggili, Co-PIs: Frank Breitinger, Ted Markowitz,
Duration, 12 months, Amount: $140’000.

PUBLICATIONS & PRESENTATIONS

Books/Proceedings

1.

2.

Frank Breitinger and Ibrahim Baggili, eds. Digital Forensics and Cyber Crime: 10th International EAI Confer-
ence, ICDF2C 2018, New Orleans, LA, USA, September 10-12, 2018, Proceedings. Vol. 259. Lecture Notes
of the Institute for Computer Sciences, Social Informatics and Telecommunications Engineering. Springer
International Publishing, Dec. 30, 2018. 1sBN: 978-3-030-05486-1.

Joshua I. James and Frank Breitinger, eds. Digital Forensics and Cyber Crime: 7th International Conference,
ICDF2C 2015, Seoul, South Korea, October 6-8, 2015, Revised Selected Papers. Vol. 157. Lecture Notes of the

Institute for Computer Sciences, Social Informatics and Telecommunications Engineering. Springer, Oct. 8,
2015. 1SBN: 978-3-319-25511-8.

Book Chapters

1.

Joseph Ricci, Ibrahim Baggili, and Frank Breitinger. “Watch What You Wear: Smartwatches and Sluggish
Security”. In: Managing Security Issues and the Hidden Dangers of Wearable Technologies. Ed. by Andrew
Marrington, Don Kerr, and John Gammack. IGI Global, Sept. 1, 2016, p. 47.

Journal Articles (peer-reviewed)

1.

2.

Rida Adila, Hudan Studiawan, and Frank Breitinger. Forensic Event Reconstruction With Process Mining.
IEEE Access 14 (Feb. 2, 2026), pp. 18964-18985. 1SSN: 2169-3536.

Hudan Studiawan, Frank Breitinger, and Mark Scanlon. Towards a standardized methodology and dataset
for evaluating LLM-based digital forensic timeline analysis. Forensic Science International: Digital Investiga-
tion 54 (Nov. 3, 2025). DFRWS APAC 2025 - Selected Papers from the 5th Annual Digital Forensics Research
Conference APAC, p. 301982. 1SSN: 2666-2817.

. Céline Vanini, Chris Hargreaves, and Frank Breitinger. Evaluating tamper resistance of digital forensic arti-

facts during event reconstruction. Digital Threats: Research and Practice (Sept. 2, 2025).

Frank Breitinger, Hudan Studiawan, and Chris Hargreaves. SoK: Timeline based event reconstruction for
digital forensics: Terminology, methodology, and current challenges. Forensic Science International: Digital
Investigation 53 (Aug. 1, 2025). DFRWS USA 2025 - Selected Papers from the 25th Annual Digital Forensics
Research Conference USA, p. 301932. ISSN: 2666-2817.


https://www.nsf.gov/awardsearch/showAward?AWD_ID=1748950
https://www.nsf.gov/awardsearch/showAward?AWD_ID=1649101
https://doi.org/10.1007/978-3-030-05487-8
https://doi.org/10.1007/978-3-030-05487-8
https://doi.org/10.1007/978-3-319-25512-5
https://doi.org/10.1007/978-3-319-25512-5
https://doi.org/10.1109/ACCESS.2026.3660165
https://doi.org/10.1016/j.fsidi.2025.301982
https://doi.org/10.1016/j.fsidi.2025.301982
https://doi.org/10.1145/3765627
https://doi.org/10.1145/3765627
https://doi.org/10.1016/j.fsidi.2025.301932
https://doi.org/10.1016/j.fsidi.2025.301932
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. Gaétan Michelet, Hans Henseler, Harm van Beek, Mark Scanlon, and Frank Breitinger. Fine-Tuning Large

Language Models for Digital Forensics: Case Study and General Recommendations. Digital Threats: Research
and Practice (July 24, 2025).

. Akila Wickramasekara, Frank Breitinger, and Mark Scanlon. Exploring the potential of large language models

for improving digital forensic investigation efficiency. Forensic Science International: Digital Investigation 52
(Feb. 3, 2025), p. 301859. 1SSN: 2666-2817.

. Thomas GoObel, Frank Breitinger, and Harald Baier. Optimising data set creation in the cybersecurity land-

scape with a special focus on digital forensics: Principles, characteristics, and use cases. Forensic Science
International: Digital Investigation 52 (Jan. 29, 2025), p. 301882. 1SSN: 2666-2817.

. Christopher Hargreaves, Frank Breitinger, Liz Dowthwaite, Helena Webb, and Mark Scanlon. DFPulse: The

2024 digital forensic practitioner survey. Forensic Science International: Digital Investigation 51 (Nov. 29,
2024), p. 301844. 1SSN: 2666-2817.

. Lisa Marie Dreier, Céline Vanini, Christopher J. Hargreaves, Frank Breitinger, and Felix Freiling. Beyond

timestamps: Integrating implicit timing information into digital forensic timelines. Forensic Science Interna-
tional: Digital Investigation 49 (July 8, 2024). Best Paper Award, p. 301755. ISSN: 2666-2817.

Céline Vanini, Christopher J. Hargreaves, Harm van Beek, and Frank Breitinger. Was the clock correct?
Exploring timestamp interpretation through time anchors for digital forensic event reconstruction. Forensic
Science International: Digital Investigation 49 (July 8, 2024). DFRWS USA 2024 - Selected Papers from the
24th Annual Digital Forensics Research Conference USA, p. 301759. 1SSN: 2666-2817.

Frank Breitinger et al. DFRWS EU 10-year review and future directions in Digital Forensic Research. Forensic
Science International: Digital Investigation 48 (Mar. 15, 2024). DFRWS EU 2024 - Selected Papers from the
11th Annual Digital Forensics Research Conference Europe, p. 301685. 1SSN: 2666-2817.

Gaétan Michelet and Frank Breitinger. ChatGPT, Llama, can you write my report? An experiment on assisted
digital forensics reports written using (local) large language models. Forensic Science International: Digital
Investigation 48 (Mar. 15, 2024). DFRWS EU 2024 - Selected Papers from the 11th Annual Digital Forensics
Research Conference Europe, p. 301683. 1SSN: 2666-2817.

Samuele Mombelli, James R. Lyle, and Frank Breitinger. FAIRness in digital forensics datasets’ metadata —
and how to improve it. Forensic Science International: Digital Investigation 48 (Mar. 15, 2024). DFRWS EU
2024 - Selected Papers from the 11th Annual Digital Forensics Research Conference Europe, p. 301681. ISSN:
2666-2817.

Jenny Ottmann, Frank Breitinger, and Felix Freiling. An Experimental Assessment of Inconsistencies in Mem-
ory Forensics. ACM Trans. Priv. Secur. 27.1 (Oct. 20, 2023). I1SSN: 2471-2566.

Mark Scanlon, Frank Breitinger, Christopher Hargreaves, Jan-Niclas Hilgert, and John Sheppard. ChatGPT
for digital forensic investigation: The good, the bad, and the unknown. Forensic Science International: Digital
Investigation 46 (Oct. 13, 2023). Best Paper Award, p. 301609. 1SSN: 2666-2817.

Thomas Gobel, Harald Baier, and Frank Breitinger. Data for Digital Forensics: Why a Discussion on ‘How
Realistic is Synthetic Data’ is Dispensable. Digital Threats: Research and Practice (July 20, 2023). Presented at
the 12th International Conference on IT Security Incident Management IT Forensics (IMF). ISSN: 2692-1626.

Frank Breitinger and Alexandre Jotterand. Sharing datasets for digital forensic: A novel taxonomy and legal
concerns. Forensic Science International: Digital Investigation 45 (July 7, 2023), p. 301562. ISSN: 2666-2817.

Gaétan Michelet, Frank Breitinger, and Graeme Horsman. Automation for digital forensics: Towards a defi-
nition for the community. Forensic Science International 349 (July 4, 2023), p. 111769. 1ssN: 0379-0738.

Johannes Schneider and Frank Breitinger. Towards Al forensics: Did the artificial intelligence system do it?
Journal of Information Security and Applications 76 (June 7, 2023), p. 103517. ISSN: 2214-2126.

Frank Breitinger, Xiaolu Zhang, and Darren Quick. A forensic analysis of rclone and rclone’s prospects for dig-
ital forensic investigations of cloud storage. Forensic Science International: Digital Investigation 43 (Sept. 27,
2022). Best Paper Award, p. 301443. 1SSN: 2666-2817.

Thomas Gobel, Frieder Uhlig, Harald Baier, and Frank Breitinger. FRASHER — A framework for automated
evaluation of similarity hashing. Forensic Science International: Digital Investigation 42.2022- (July 9, 2022).
Proceedings of the Twenty-Second Annual DFRWS USA, p. 301407. 1SSN: 2666-2817.

Saleh AlDaajeh et al. The Role of National Cybersecurity Strategies on the Improvement of Cybersecurity
Education. Computers & Security (May 18, 2022), p. 102754. 1SSN: 0167-4048.

Jan Huck and Frank Breitinger. Wake Up Digital Forensics’ Community and Help Combating Ransomware.
IEEE Security & Privacy 01 (Jan. 14, 2022), pp. 2-11. 1SSN: 1558-4046.


https://doi.org/10.1145/3748264
https://doi.org/10.1145/3748264
https://doi.org/10.1016/j.fsidi.2024.301859
https://doi.org/10.1016/j.fsidi.2024.301859
https://doi.org/10.1016/j.fsidi.2025.301882
https://doi.org/10.1016/j.fsidi.2025.301882
https://doi.org/10.1016/j.fsidi.2024.301844
https://doi.org/10.1016/j.fsidi.2024.301844
https://doi.org/10.1016/j.fsidi.2024.301755
https://doi.org/10.1016/j.fsidi.2024.301755
https://doi.org/10.1016/j.fsidi.2024.301759
https://doi.org/10.1016/j.fsidi.2024.301759
https://doi.org/10.1016/j.fsidi.2023.301685
https://doi.org/10.1016/j.fsidi.2023.301683
https://doi.org/10.1016/j.fsidi.2023.301683
https://doi.org/10.1016/j.fsidi.2023.301681
https://doi.org/10.1016/j.fsidi.2023.301681
https://doi.org/10.1145/3628600
https://doi.org/10.1145/3628600
https://doi.org/10.1016/j.fsidi.2023.301609
https://doi.org/10.1016/j.fsidi.2023.301609
https://doi.org/10.1145/3609863
https://doi.org/10.1145/3609863
https://doi.org/10.1016/j.fsidi.2023.301562
https://doi.org/10.1016/j.fsidi.2023.301562
https://doi.org/10.1016/j.forsciint.2023.111769
https://doi.org/10.1016/j.forsciint.2023.111769
https://doi.org/10.1016/j.jisa.2023.103517
https://doi.org/10.1016/j.fsidi.2022.301443
https://doi.org/10.1016/j.fsidi.2022.301443
https://doi.org/10.1016/j.fsidi.2022.301407
https://doi.org/10.1016/j.fsidi.2022.301407
https://doi.org/10.1016/j.cose.2022.102754
https://doi.org/10.1016/j.cose.2022.102754
https://doi.org/10.1109/MSEC.2021.3137018
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Tina Wu, Frank Breitinger, and Stephen Niemann. IoT network traffic analysis: Opportunities and challenges
for forensic investigators? Forensic Science International: Digital Investigation 38 (Nov. 23, 2021), p. 301123.
ISSN: 2666-2817.

Xiaolu Zhang, Frank Breitinger, Engelbert Luechinger, and Stephen O’Shaughnessy. Android application
forensics: A survey of obfuscation, obfuscation detection and deobfuscation techniques and their impact
on investigations. Forensic Science International: Digital Investigation 39 (Oct. 6, 2021), p. 301285. 1SSN:
2666-2817.

Radek Hranicky et al. What do incident response practitioners need to know? A skillmap for the years ahead.
Forensic Science International: Digital Investigation 37 (July 14, 2021), p. 301184. 1SSN: 2666-2817.

Stephen O’Shaughnessy and Frank Breitinger. Malware family classification via efficient Huffman features.
Forensic Science International: Digital Investigation 37 (July 14, 2021), p. 301192. ISSN: 2666-2817.

Miguel Martin-Pérez, Ricardo J. Rodriguez, and Frank Breitinger. Bringing order to approximate matching:
Classification and attacks on similarity digest algorithms. Forensic Science International: Digital Investigation
(Mar. 30, 2021), p. 301120. 1SSN: 2666-2817.

Jan Pluskal, Frank Breitinger, and Ondfej RySavy. Netfox detective: A novel open-source network forensics
analysis tool. Forensic Science International: Digital Investigation 35 (Sept. 17, 2020), p. 301019. 1SSN: 2666-
2817.

Frank Breitinger, Ryan Tully-Doyle, Kristen Przyborski, Lauren Beck, and Ronald S. Harichandran. First
year students’ experience in a Cyber World course — an evaluation. Education and Information Technologies
(Sept. 11, 2020).

Tina Wu, Frank Breitinger, and Stephen O’Shaughnessy. Digital forensic tools: Recent advances and enhanc-
ing the status quo. Forensic Science International: Digital Investigation 34 (Aug. 14, 2020), p. 300999. ISSN:
2666-2817.

David Palmbach and Frank Breitinger. Artifacts for detecting timestamp manipulation in NTFS on Windows
and their reliability. Forensic Science International: Digital Investigation 32 (June 4, 2020), p. 300920. 1SSN:
2666-2817.

Vitor Hugo Galhardo Moia, Frank Breitinger, and Marco Aurélio Amaral Henriques. The impact of excluding
common blocks for approximate matching. Computers & Security 89 (Nov. 28, 2019), p. 101676. 1sSN: 0167-
4048.

Frank Breitinger, Ryan Tully-Doyle, and Courtney Hassenfeldt. A survey on smartphone user’s security choices,
awareness and education. Computers & Security 88 (Oct. 11, 2019), p. 101647. 1SSN: 0167-4048.

Peter Casey, Rebecca Lindsay-Decusati, Ibrahim Baggili, and Frank Breitinger. Inception: Virtual Space in
Memory Space in Real Space — Memory Forensics of Immersive Virtual Reality with the HTC Vive. Digital
Investigation 29 (July 14, 2019), S13-S21. 1SSN: 1742-2876.

Lorenz Liebler, Patrick Schmitt, Harald Baier, and Frank Breitinger. On efficiency of artifact lookup strategies
in digital forensics. Digital Investigation 28 (Apr. 24, 2019), S116-S125. 1SSN: 1742-2876.

Joseph Ricci, Ibrahim Baggili, and Frank Breitinger. Blockchain-Based Distributed Cloud Storage Digital
Forensics: Where’s the Beef? IEEE Security & is Privacy 17.1 (Jan. 1, 2019), pp. 34-42. 1SSN: 1540-7993.

Mark Debinski, Frank Breitinger, and Parvathy Mohan. Timeline2GUI: A Log2Timeline CSV parser and train-
ing scenarios. Digital Investigation 28 (Dec. 31, 2018), pp. 34-43. 1SSN: 1742-2876.

Cinthya Grajeda, Laura Sanchez, Ibrahim Baggili, Devon Clark, and Frank Breitinger. Experience construct-
ing the Artifact Genome Project (AGP): Managing the domain’s knowledge one artifact at a time. Digital
Investigation 26 (July 15, 2018), S47-S58. ISSN: 1742-2876.

Joseph Ricci, Frank Breitinger, and Ibrahim Baggili. Survey results on adults and cybersecurity education.
Education and Information Technologies (July 11, 2018), pp. 1-19. 1ssN: 1360-2357.

Devon R. Clark, Christopher Meffert, Ibrahim Baggili, and Frank Breitinger. DROP (DRone Open source
Parser) your drone: Forensic analysis of the DJI Phantom III. Digital Investigation 22, Supplement (Aug. 5,
2017), S3-S14. 1SSN: 1742-2876.

George Denton, Filip Karpisek, Frank Breitinger, and Ibrahim Baggili. Leveraging the SRTP protocol for over-
the-network memory acquisition of a GE Fanuc Series 90-30. Digital Investigation 22, Supplement (Aug. 5,
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conferences (i.e., a conference presentation that also resulted in a journal publication is not listed).

1.

Frank Breitinger. AI and Forensics: Where We Are and the Shape of What’s Next. Keynote at Fifth ISEA Inter-
national Conference on Security and Privacy 2026 (ISEA-ISAP 2026). IIT Madras, Chennai, India. Jan. 17,
2026.

. Frank Breitinger. Al in Forensics: Where We Are and the Shape of What’s Next. Keynote at AFSN Digital

Forensic Workshop Symposium. Beijing, China. June 17, 2025.

. Frank Breitinger. Network Threats and their Detection. Invited Tutorial Presenter at the International Confer-

ence on Innovations in Information Technology (IIT’23). Al Ain, United Arab Emirates. Nov. 16, 2023.

. Pavel Laskov and Frank Breitinger. Blockchain-Technologien und deren Anwendungen im Offentlichen Sektor.

Workshop Liechtensteinische Landesverwaltung. Vaduz, Liechtenstein. Feb. 19, 2020.

. Frank Breitinger. IT-Sicherheit im Finanzsektor. 7. Sorgfaltspflichttag Liechtenstein. Schaan, Liechtenstein.

Oct. 1, 2019.

. Trevor Haigh and Frank Breitinger. Android Forensics and Reverse Engineering. Workshop at the Digital Foren-

sics Research Conference (DFRWS USA). Providence, Rhode Island. July 18, 2018.

. Frank Breitinger. State-of-the-art in Cyber Forensics: Now & Tomorrow. Presentation at KAIST. Daejeon, South

Korea. Aug. 21, 2017.

. Frank Breitinger and Ibrahim Baggili. Five Presentations including IoT, Drones, Similarity matching, mobile

applications and PLCs. National Training on Crime Scene Management in cases of terrorism related offences
organized by United Nations Office on Drugs and Crime (UNODC). Amman, Jordan. Jan. 25, 2017.

. Frank Breitinger. Reducing data for forensic investigations using approximate matching. Presentation at Uni-

versity New Haven. Feb. 2014.


https://doi.org/10.1109/IMF.2011.16
https://doi.org/10.26083/tuprints-00004055
https://doi.org/10.26083/tuprints-00004055
https://doi.org/10.6028/NIST.SP.800-168
https://doi.org/10.6028/NIST.SP.800-168
https://doi.org/10.48550/arXiv.2512.04254
https://doi.org/10.48550/arXiv.2512.04254
https://doi.org/10.48550/arXiv.2512.04254
https://arxiv.org/abs/2512.04254
https://arxiv.org/abs/2512.04254
https://doi.org/10.48550/arXiv.2510.21246
https://doi.org/10.48550/arXiv.2510.21246
https://arxiv.org/abs/2510.21246
https://doi.org/10.48550/arXiv.2501.00175
https://doi.org/10.48550/arXiv.2501.00175
https://arxiv.org/abs/2501.00175
https://doi.org/10.48550/ARXIV.2211.05933
https://doi.org/10.48550/ARXIV.2211.05933
https://arxiv.org/abs/2211.05933
https://doi.org/10.48550/arXiv.2005.13635
https://arxiv.org/abs/2005.13635

10. Barbara Guttman, Frank Breitinger, Simson Garfinkel, Jesse Kornblum, and Clay Shields. Approximate Match-
ing of Digital Artifacts. Panel discussion at 13th Digital Forensics Research Conference (DFRWS13). Monterey,
California. Aug. 2013.

11. Frank Breitinger. Similarity Preserving Hashing. Presentation at 8. GI SIG SIDAR Graduate Workshop on
Reactive Security (SPRING). Feb. 2013.

12. Frank Breitinger. Similarity Preserving Hashing. Presentation at CAST Workshop - Forensik und Internetkrim-
inalitaet. Darmstadt, Germany. Dec. 2012.

13. Frank Breitinger and Harald Baier. Security Aspects of Piecewise Hashing in Computer Forensics. Abstract and
Presentation at 6. GI SIG SIDAR Graduate Workshop on Reactive Security (SPRING). Mar. 2011.

UNIVERSITY SERVICE

University of Lausanne

- 1072022 - 12/2024: Academic representative in the ‘Technological and Digital Transformations’ hub of the
CIVIS alliance

University of Liechtenstein
- 10/2019 - 04/2021: Developing the Competence Center Digital and Secure Innovation

University of New Haven

- 09/2018 - 05/2019: Advisor for the Engineering Living Learning Community (LLC)
- 08/2017 - 05/2019: Member of the Academic Committee on Student Life

- 05/2016 - 05/2019: Member of the University of New Haven Faculty Senate

LEADERSHIP AND PROFESSIONAL / PUBLIC SERVICE

Advisory Committee Members
- 1172017 - 07/2018: Member of the Advisory Committee for Project Lead the Way (PLTW) Cybersecurity

Board Member

- since 2024: Board of Directors, Digital Forensics Research Conference (DFRWS.org)

- since 2016: Forensic Science International: Digital Investigation (Formerly Digital Investigation)
- 2014 - 2019: Journal of Digital Forensics, Security and Law (JDFSL)

Chair activities

- 2026: General Chair, Digital Forensics Research Conference (DFRWS EU), Link6ping, Sweden

- 2025: Doctoral Symposium Co-Chair, Digital Forensics Research Conference (DFRWS EU), Brno, Czech Republic

- 2024: General Co-Chair, Digital Forensics Research Conference (DFRWS EU), Zaragosa, Spain

- 2024: Proceeding Co-Chair, Digital Forensics Research Conference (DFRWS USA), Baton Rouge, USA

- 2023: Technical Program Chair, Digital Forensics Research Conference (DFRWS USA), Baltimore, USA

- 2023: General Co-Chair, Digital Forensics Research Conference (DFRWS EU), Bonn, Germany

- 2022: Technical Program Co-Chair, Digital Forensics Research Conference (DFRWS USA), Virtual event

- 2022: Keynote Chair, Digital Forensics Research Conference (DFRWS EU), Oxford, UK

- 2021: Technical Program Chair, Digital Forensics Research Conference (DFRWS EU), Virtual event

- 2020: Workshop Co-Chair, Digital Forensics Research Conference (DFRWS EU), Virtual event

- 2018: Technical Program Chair, 10th International Conference on Digital Forensics & Cyber Crime (ICDF2C),
New Orleans, US

- 2016: General Co-Chair, 8th International Conference on Digital Forensics & Cyber Crime (ICDF2C), Manhat-
tan, US

- 2015: Technical Program Chair, 7th International Conference on Digital Forensics & Cyber Crime (ICDF2C),
Seoul, South Korea

- 2014: Technical Program Chair, 6th International Conference on Digital Forensics & Cyber Crime (ICDF2C),
New Haven (CT), US

Program Committee Member

. 2026, 2025, 2024, 2023, 2022, 2021, 2020, 2019, 2018, 2017, 2016, 2015: Digital Forensics Research Confer-
ence Europe (DFRWS EU)

- 2026, 2025, 2023, 2022, 2020, 2019, 2018, 2017, 2016, 2015: Digital Forensics Research Conference (DFRWS
USA)


https://civis.eu/
https://www.pltw.org/
https://www.dfrws.org
https://www.sciencedirect.com/journal/forensic-science-international-digital-investigation/
http://www.jdfsl.org

- 2025, 2024, 2023: Digital Forensics Research Conference (DFRWS APAC)

- 2025, 2024, 2023, 2022, 2021, 2020, 2019, 2018, 2017, 2016, 2015: Workshop on Digital Forensics (WSDF;
workshop at the International Conference on Availability, Reliability and Security (ARES)

- 2023: European Conference on Information Systems (ECIS) (Associate Editor for the General IS Track)

- 2020, 2019, 2018, 2017, 2016, 2015, 2014: International Conference on Digital Forensics (IFIP WG 11.9)

- 2017, 2016, 2015: Conference on Digital Forensics, Security and Law (ADFSL)

- 2018, 2017, 2016, 2015, 2014: International Conference on Digital Forensics & Cyber Crime (ICDF2C)

- 2016, 2014: Systematic Approaches to Digital Forensic Engineering (SADFE)

Selected additional review activities

- 2025, 2017: 1IEEE Transactions on Information Forensics and Security
- 2024: Australian Journal of Forensic Sciences

- 2024: European Conference on Information Systems (ECIS)

- 2022, 2021, 2020, 2019, 2018: Computers & Security

- 2022: Applied Computing and Informatics

- 2021, 2018: Journal of Forensic Sciences

- 2021, 2016: ACM Computing Surveys

- 2019: IEEE Access - The Multidisciplinary Open Access Journal
- 2018: IEEE Transactions on Dependable and Secure Computing
- 2017: IEEE Security & Privacy (magazine)

- 2017: Indian Journal of Science and Technology

- 2017: Journal of Information Security and Applications

- 2017: Information Systems

- 2015: Journal of Information Technology

TEACHING EXPERIENCES

University of Augsburg

- Network and System Security (graduate)

- Cybercrimes and their Investigation (undergraduate) (to be taught in March)
- Introduction to Cyber Security (undergraduate)

- Master Seminar

- Bachelor Seminar

University of Lausanne

- Computer Science and Networks (undergraduate)
- Practical Digital Forensics (undergraduate)

- Multidisciplinary forensic case studies (graduate)
- Network and System Forensics (graduate)

University of Liechtenstein

- System Analysis and Design (undergraduate)
- Information Systems Development (graduate)
- Data and Application Security (lab, graduate)

University of New Haven

- Introduction to Network Security (graduate & undergraduate)

- Introduction to Scripting / Python (graduate & undergraduate)

- Reverse Engineering (Android / ARM) (graduate & undergraduate)
- Ethical Hacking (graduate & undergraduate).

- Topics in Cyber Security and Forensics (graduate & undergraduate)
- Introduction to Computer Security (graduate & undergraduate)

- Software Project Analysis and Design (graduate & undergraduate)

- Object oriented Design and Analysis (graduate & undergraduate)

- Senior Software Project (undergraduate)

- Life on Earth - CyberWorld (undergraduate (freshman))

External, adjunct, and visiting teaching experiences
- Cyber Investigation Fundamentals (graduate) at the Berner Fachhochschule


http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?reload=true&punumber=10206
https://www.tandfonline.com/toc/tajf20
https://ecis2024.eu/track-descriptions/
https://www.journals.elsevier.com/computers-and-security/
https://www.emeraldgrouppublishing.com/journal/aci
http://onlinelibrary.wiley.com/journal/10.1111/(ISSN)1556-4029
http://csur.acm.org
https://ieeeaccess.ieee.org
https://www.computer.org/web/tdsc
https://www.computer.org/security-and-privacy/
http://www.indjst.org
https://www.evise.com/profile/#/JISA/login
https://www.journals.elsevier.com/information-systems/
http://link.springer.com/journal/41265

- Network and system security (undergraduate) at the Albstadt-Sigmaringen University

University of Applied Sciences Darmstadt (as PhD student)

- Selected Topics of IT-Security (graduate)

- IT-security seminar on Internet Security and Similarity Hashing (graduate)

- Theory-Seminar about Aspects of Fuzzy Hashing* (graduate) - Teaching assistant
- Cryptography (graduate) - Teaching assistant

- Computer Forensics (graduate) - Teaching assistant

Additional

- Contributed to a ‘letter of study’ for an online lecture in digital forensic. 5 ECTS lecture for Master students
including a practical (German).

STUDENTS ADVISING / HOSTED

Note, this section does not list any internships, senior design projects, independent studies, or projects.

PhD thesis (finished and on going* with expected graduation date)

- 2030*: Jessica Herrmann - Al-Assisted Legal Reasoning in Criminal Law: Bridging Decision Trees and Sub-
sumption through Large Language Models (working title, in progress)

- 2029*: Aruna Withanage - Federated Learning and Digital Forensics (working title, in progress)

- 2026*: Gaétan Michelet - Automation for Digital Forensics (working title, in progress)

- 2026*: Thomas Gobel (extern, 2nd advisor) - Data for digital forensics (working title, in progress)

- 2024: Jenny Ottmann (extern, 2nd advisor) - Formulating and Applying Quality Criteria in Forensic Live Data
Acquisition

- 2022: Miguel Martin Pérez (Committee member) - Effectiveness of Similarity Digest Algorithms for Binary
Code Similarity in Memory Forensic Analysis

Master thesis

- 2025: Selina Marchy - Effects of parental controls in the context of Digital Forensics

- 2024: Rachelle Choufani - Proactive Approach: Vulnerability signature creation from Ethical Hacker reports to
scale vulnerability detection in Web applications (industry sponsor: Bug Bounty Switzerland)

- 2024: Vladimir Pfister - NASA Operational Simulator for Small Satellites (NOS?)

- 2024: Evan Blezinger - Attacks on NTP and their impact on event reconstruction

- 2024: Elise Misso - Title withheld due to NDA (industry sponsor: Seculabs SA)

- 2024: Laetitia Gaillard - Title withheld due to NDA (industry sponsor: wearin’)

- 2023: Marcel Hans - How do apps on the APKPure platform differ from the regular Google Play Store in terms
of app versions, source code variations, and spyware and data tracking?

- 2023: Sarah Lacour: Characteristics and impacts of Artificial Intelligence-related incidents on the digital foren-
sic investigation

- 2023: Charlotte Merceron - Electronic Signatures in PDF Documents: An analysis of embedded artefacts in
PDFs generated by scanners and selected software

- 2022: Léo Giannardi - Windows Server forensics and incident response for the ProxyShell Exploit

- 2021: Leo Irudayam - Integrating Blockchain Technology into an upper secondary school curriculum

- 2021: Karoline Leo - Bringing Cybersecurity into High School Curricula: Gender-based Differences in the Per-
ception and Understanding of Cybersecurity

- 2021: Stephen Niemann - Challenges and Opportunities for Consumer Cybersecurity Insurances

- 2020: Jan Huck - Ransomware countermeasures in Switzerland and Liechtenstein: A comparative analysis of
companies’ implemented ransomware strategies

- 2017: Vikram Harichandran - Cyber forensics needs analysis and solutions entailing artifact formalization and
approximate matching

- 2016: Lorenz Liebler - Approximate matching for malware detection in memory

- 2015: Tobias Huppertz - Indexing similarity hashes using Bloom filters

- 2013: Vikas Gupta - File fragment detection on network traffic using similarity hashing

- 2013: Simon Thurner - Methods for identification of encryption data and its application in digital forensics

- 2012: Tim Volpel - Forensic-Chatlog-Parser

. 2012: Knut Petter Astebgl - mvHash - a new approach for fuzzy hashing

- 2012: Jesse Beckingham - Security analysis of sdhash

Bachelor thesis



- 2025: Tim Mayer - Forensic Analysis of the Home Cloud Solution Pydio Cell

- 2025: Laura Janich - Device Fingerprinting in Medical IoT Networks: A Machine Learning Approach Using
Network Traffic Analysis

- 2025: Huu Viet Nguyen - Design and integration of an NFC-based identity verification and signature workflow
in web applications

- 2025: Fiona Preis - Detecting System Time Manipulation via Forensic Timeline Analysis

- 2024: Amina Ambrosini - An overview of machine learning and deep learning applications in digital and
traditional forensic domains

- 2024: Thién-Chau Tran - Impacts of artificial intelligence on eletronic discovery

- 2024: Juliette Aerni - New IoT Authentication Protocols and their Impact on Digital Forensics

- 2024: Marc Pirovino - Ransomware Detection Methods: A Review of Literature

- 2024: Manon Buret - The potential impact of Explainable Artificial Intelligence (XAI) on Digital Forensics

- 2023: Samuele Mombelli - Availability and FAIRness of Metadata in the Computer Forensic Reference DataSet
Portal (CFReDS, NIST)

- 2023: Romain Vuillemier - Identifying personal identifiable information (PII)

- 2023: Loris Vaccaro - Overview of explainable Al and digital forensics

- 2023: Dounia Challandes - Timestamps Tampering Protection

- 2022: Sofya Yokoyama - Anonymization of data within Digital Forensics

- 2022: Alexia Schmid - Cryptocurrencies usage in illegal financial activities and money laundering : emerging
tendencies, impact and countermeasure

- 2022: Gaélle Barth - Les méthodes de Géolocalisation d’'un Appareil de Téléphonie mobile

- 2020: Florin Schédler - Einfluss von App-Berechtigungen auf nutzergenerierte App-Ratings und -Rezensionen

- 2012: Dario Cundari - Software tools for testing similarity preserving algorithms

- 2012: Georg Ziroff - Approaches for similarity-preserving hashing

Hosted guests

- 2022: Thomas Gobel; Universitat der Bundeswehr Miinchen, Germany; research on PhD thesis (2 months)

- 2022: Jenny Ottman; Friedrich-Alexander University Erlangen-Niirnberg, Germany, research on PhD thesis
(2 months)

- 2019: Vitor Moia; University of Campinas, Sdo Paulo, Brazil; research on PhD thesis (3 months)

- 2018: Patrick Schmitt; Technical University Darmstadt; research on master thesis (1 month)

- 2017: Dr. David Lillis; University College Dublin; research on a Fulbright scholarship (1 month)

- 2016: Lorenz Liebler; University of Applied Science Darmstadt; research on master thesis (1.5 month)

Hacking Team
- 2015-2018: Supervising hack@UNHCcFREG (3 times finalist for Collegiate Penetration Testing Competition
(CPTC) Nationals; 2nd place at CyberSeed 2017 (price money $7°500); tied for 1st in TAMUCTF 2017)

MEDIA CONTRIBUTIONS

Note, this is not a complete list but some selected contributions.

Television

- FOX61: Staying save during Christmas shopping (Live on Good morning Connecticut) (Dec. 8, 2017).

- WTNH - News8: Keeping your kids safe on social media (Aug. 8, 2017).

- WTNH - News8: Social Media Security: Beware the urge to “over-share” (Feb. 6, 2017).

- WTNH - News8: Study: Banks have weak password handling (Mar. 1, 2016).

- FOX-CT: FBI director: Apple encryption dispute “hardest question” seen in government (Feb. 25, 2016).

- GBS Chicago: Is Your Smartwatch Safe From Hackers? (Feb. 9, 2016).

- WTNH - News8: Facebook threat sends schools named ‘Lincoln’ on high alert, including Meriden (Jan. 26,
2016).

- WTNH - News8: Things you should NOT buy online (Dec. 16, 2015).

- WTNH - News8: How to protect your identity from being stolen this holiday season (Dec. 2, 2015).

- WTNH - News8: Experts reveal how ISIS is using the dark web to stay undetected (Nov. 19, 2015).

- Locall0: Researchers on smartwatch concerns (Dec. 16, 2015).

- Local10: Watch what you wear: Smartwatches vulnerable to attack (Aug. 3, 205).

- FOX-CT: Thinking like ‘bad guys’ to protect the interwebs (Jun. 30, 2015).

Internet / Magazines
- Sueddeutsche Zeitung: Hat Bayern ein Microsoft-Problem? (January 15, 2026).
- Euronews: Fact-check: Can hackers steal fingerprints from selfies? (April 29, 2024).


https://nationalcptc.org
https://nationalcptc.org
https://tamuctf.com
https://youtu.be/KIwp5y0A_CM
http://wtnh.com/2017/08/14/keeping-your-child-safe-while-using-social-media/
http://wtnh.com/2017/02/06/social-media-security-beware-of-the-urge-to-overshare/
http://wtnh.com/2016/03/01/study-banks-have-weak-password-handling/
http://fox61.com/2016/02/25/cyber-community-ready-to-respond-if-apple-is-forced-to-open-criminals-iphone/
http://chicago.cbslocal.com/2016/02/09/is-your-smartwatch-safe-from-hackers/
http://wtnh.com/2016/01/26/facebook-threat-sends-schools-named-lincoln-on-high-alert-including-meriden/
http://wtnh.com/2015/12/16/things-you-should-not-buy-online/
http://wtnh.com/2015/12/02/how-a-credit-freeze-can-protect-your-identity-from-%20being-stolen/
http://wtnh.com/2015/11/19/experts-reveal-how-isis-is-using-the-dark-web-to-%20stay-undetected/
http://www.local10.com/consumer/call-christina/researchers-on-smartwatch-concerns-
http://www.local10.com/consumer/call-christina/watch-what-you-wear-smartwatches-vulnerable-to-attack
http://fox61.com/2015/06/30/thinking-like-bad-guys-to-protect-the-interwebs/
https://www.sueddeutsche.de/bayern/microsoft-bayern-daten-sicherheit-trump-interview-streit-li.3368219
https://www.euronews.com/my-europe/2024/04/29/fact-check-can-hackers-steal-fingerprints-from-selfies

- Digital Guardian: Insider vs. Outsider Data Security Threats: What'’s the Greater Risk? (Apr. 6, 2018).

- PR Newswire and picked up by several others: University of New Haven Hacking Team Competes Nationally
After Winning Regional, Connecticut Competitions (Oct. 31, 2017).

- Hartford Courant: From Manchester Office, Digital Police Detectives Track Down Child-Porn Viewers (contin-
ued: Massachusetts Man Faces Glastonbury Voyeurism Charges (Oct. 13, 2016)).

- Bulletin of the Academy of Science and Engineering: Cybersecurity: Implications and Prevention What Can We
Learn from the NIST Framework? (Sept. 1, 2016).

- Digital Guardian: Insider vs. Outsider Data Security Threats: What’s the Greater Risk? (Jul. 26, 2016).

- Company Dime: Sabre’s Silence On Security ‘Incident’ Isn’t Unusual, But It's Still Making Travel Managers
Nervous (Sept. 3, 2015).

- CNET: Samsung, L.G smartwatches give up personal data to researchers (Jun. 10, 2015).

REFERENCES

References available upon request.

MORE INFORMATION

More information and auxiliary documents can be found at
- https://www.FBreitinger.de
- https://www.linkedin.com/pub/frank-breitinger/87/65/496

Last update: 2026-03-12


https://digitalguardian.com/blog/insider-outsider-data-security-threats
https://www.prnewswire.com/news-releases/university-of-new-haven-hacking-team-competes-nationally-after-winning-regional-connecticut-competitions-300546671.html
https://www.prnewswire.com/news-releases/university-of-new-haven-hacking-team-competes-nationally-after-winning-regional-connecticut-competitions-300546671.html
http://www.courant.com/community/manchester/hc-ct-digital-investigation-center-0904-20160904-story.html
http://www.courant.com/breaking-news/hc-glastonbury-voyeur-1014-20161013-story.html
http://www.ctcase.org/bulletin/31_3/31_3.pdfs
http://www.ctcase.org/bulletin/31_3/31_3.pdfs
https://digitalguardian.com/blog/insider-outsider-data-security-threats
http://www.fbreitinger.de/wp-content/uploads/2015/09/Sabres-Silence-On-Security-Incident-Not-Unusual.pdf
http://www.fbreitinger.de/wp-content/uploads/2015/09/Sabres-Silence-On-Security-Incident-Not-Unusual.pdf
http://www.cnet.com/news/samsung-lg-smartwatches-yield-personal-data-to-researchers/
https://www.FBreitinger.de
https://www.linkedin.com/pub/frank-breitinger/87/65/496

